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Prepare to set up Office 365 mailboxes by adding a new Enterprise Application in the Azure Active

Directory (AD) portal. This one-time authorization procedure is a prerequisite for setting up Office
365 mailboxes.

Related documentation:

Authorization using client credentials grant flow

In order to avoid manual re-login for mailboxes that do not have a valid token, Genesys recommends
using Client Credentials grant authentication for accessing Office365 using Graph API.

Provisioning procedure is described below:

You must follow Steps 1 - 4 only if you do not have a registered application. You can
skip to Step 5 if you already have an application.

1. Sign in to Azure AD portal, go to Application Registrations and click on New Registration.
2. Enter a name for your application, for example Engage cloud Email Single Tenant.
3.

Select Accounts in this organizational directory only (Single tenant), unless you have multiple
tenants that must use this app. Click Register.
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Register an application

* Mame

The user-facing display name for this application (this can be changed later).

| Engage cloud Email Single Tenant |

Supported account types

Whao can use this application or access this AP1?

@ Accounts in this erganizational directory only (engageiwd anly - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

D Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

() Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

By proceeding, you agree to the Microsoft Platform Policies off

4. Navigate to APl Permissions and add the Mail.ReadWrite and Mail.Send API permissions for

Microsoft Graph.
£ Search (Cmd+/)
B Overview
&b Quickstart

# Integration assistant

Manage

B granding

D Authentication
T Centificates & secrets

Il Token configuration

& API permissions

& Expose an APl

B App roles

& Owners

& Roles and administrators | Praview

O metresh <7 Got fendback?

@ The “Admin consent requined” column shows the default value for an organization. However, user consent can b ized per permission, wser, or app. This column may nat reflect the value in
your arganization, of in organizations where this app will be used. Leam more

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should inclede
all the permissions the application needs. Learn more about permissions and consent

~+ Add apermission ' Grant admin consent for engageiwd
AP| [ Permissions name Type Description Admin consent requ...  Status
~Mirosoft Graph (2)
Mail ReadWiite Application  Read and write mail in all mailboxes Yes @ Granted for engageiwd

Mail Serd Application  Send mail as any user Yes @ Granted for engageiwd

To view and manage permissions and user consent, try Enterpeise applications.

5. In Workload Manager, configure a mailbox with Account Type Office365 and Access Type Without a

User.
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6. Enter the application ID, tenant ID, and secret for the application that you configure in the Azure portal,
and click Save.

It is recommended that you follow the Microsoft documentation to limit application access to only
specific mailboxes: Limiting application permissions to specific Exchange Online mailboxes.

For instructions on how to configure the Office 365 mailbox, see View, edit, and create Genesys
Multicloud CX Email boxes. If you are already logged in to Office365 (for example, to access your own
corporate mailbox), open Workload Manager in an Incognito browser window for mailbox

configuration sign-in with Microsoft.

Authorization on behalf of the user

Azure AD administrators who manage the customer’s Office 365 account must add the required
Enterprise Application using the following steps:

1. Sign in to Azure AD portal and search for Genesys Multicloud CX Email.
2. Select the Genesys Multicloud CX Email app.
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3. Click Sign up for Genesys Multicloud CX Email.
Genesys Engage cloud Email *

Logo Name *
Gyt Ergage clossd Ermal

Fusltsleifoet Prosriioning
Gereiy Auboimili prowiiionng i Hol
At

Single Sige-0n Mosde LIRL
Linked Sign-pn i e TRy COMY
DpeniD Corwrect - bused Segn-on

Genesys Engage clowd Email sncoeporates email sveractions inko your
custamers’ overall engagerment hisfory, roufting them 1o the agents
whiose superting beid matches ther feeds.

Sign up for Generys Engage clowd Email

4. Select Consent on behalf of your organization and click Accept after reviewing the permissions
requested.
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B® Microsoft

Permissions requested

7 Genesys Engage cloud Email
V] Genesys Cloud Services, Inc. €

This app would like to:

Fead user mail

Sign In and read user profibe

Read and write access to user mail
Send mail as a user

Read and write access to mailboxes via IMAP.
o Send emails from mailboxes using SMTP AUTH,

¢ € € <X

Consent on bahalf of your organization

I you accept, this app will get access to the specified resources
for all users in your organization. Mo one else will be prompted 1o
Accepling these permissions means thal you allow this app to
use your data as specified in their terms of senvice and privacy
statemaent. You can change these permissions at
hittps=//myapps.microsoft.com. Show detalls

Duoes this app look susplcious? Report it here

Cancel Accept
You will be redirected to the Workload Manager login page. Close the login page as it is not required at
this stage.

For instructions on how to configure the Office 365 mailbox, see View, edit, and create Genesys
Multicloud CX Email boxes.
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